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**** First Change ****
[bookmark: _Toc68899483][bookmark: _Toc71214234][bookmark: _Toc71721908][bookmark: _Toc74858960][bookmark: _Toc146626830][bookmark: _Toc68899499][bookmark: _Toc71214250][bookmark: _Toc71721924][bookmark: _Toc74858976][bookmark: _Toc123800684]4.3.3.2	Create Content Hosting Configuration
[bookmark: _MCCTEMPBM_CRPT71130061___7]This procedure is used by the 5GMSd Application Provider to create a new Content Hosting Configuration. The 5GMSd Application Provider shall use the HTTP POST method for this purpose and the request message body shall include a ContentHostingConfiguration resource, as specified in clause 7.6.3.1.
-	If the Content Hosting Configuration uses the Pull-based content ingest method, i.e. the pull attribute is set to True, then the IngestConfiguration.baseURL property shall be nominated by the 5GMSd Application Provider in the request message body. The 5GMSd AF shall return the IngestConfiguration.baseURL property value unchanged in its response message body.
-	If the Content Hosting Configuration uses the Push-based content ingest method, i.e. the pull attribute is set to False, then the IngestConfiguration.baseURL property shall be nominated by the 5GMSd AF and returned in the response message body. It shall not be set by the 5GMSd Application Provider in the request message body.
In all cases, the DistributionConfiguration.baseURL property is read-only: it shall be omitted from the creation request and shall be assigned by the 5GMSd AF, allowing the value to be inspected by the 5GMSd Application Provider in the returned ContentHostingConfiguration resource representation, or by using the procedure specified in clause 4.3.3.3 below.
If the procedure is successful, the 5GMSd AF shall generate a resource identifier representing the new Content Hosting Configuration. In this case, the 5GMSd AF shall respond with a 201 (Created) HTTP response message and shall provide the URL to the newly created resource in the Location header field. The response message body may include a ContentHostingConfiguration resource (see clause 7.6.3.1) that represents the current state of the Content Hosting Configuration, including any fields set by the 5GMSd AF.
When both properties are set in a given distribution configuration by the 5GMSd Application Provider, it is a requirement that the value of domain‌Name‌Alias matches one of the Subject Alternative Names in the Server Certificate resource referenced by certificateId (allowing for wildcard matching). When the certificateId property is set, if the domainNameAlias does not match one of the Subject Alternative Names in the Server Certificate, the 5GMSd AF shall respond with a 400 (Bad Request) response message.
If the procedure is nototherwise unsuccessful, the 5GMSd AF shall provide a response code as defined in clause 6.3.
[bookmark: _Toc68899484][bookmark: _Toc71214235][bookmark: _Toc71721909][bookmark: _Toc74858961][bookmark: _Toc146626831]**** Next Change ****
[bookmark: _Toc68899485][bookmark: _Toc71214236][bookmark: _Toc71721910][bookmark: _Toc74858962][bookmark: _Toc146626832]4.3.3.4	Update Content Hosting Configuration properties
[bookmark: _MCCTEMPBM_CRPT71130063___7]The update operation is invoked by the 5GMSd Application Provider to modify the properties of an existing ContentHostingConfiguration resource. All writeable properties except domainNameAlias may be updated. The HTTP PATCH or HTTP PUT methods shall be used for the update operation. 
If the procedure is successful, the 5GMSd AF shall respond with a 200 (OK) and provide the content of the resource in the response, confirming the successful update operation.
When both properties are set in a given distribution configuration by the 5GMSd Application Provider, it is a requirement that the value of domain‌Name‌Alias matches one of the Subject Alternative Names in the Server Certificate resource referenced by certificateId (allowing for wildcard matching). When the certificateId is set, if the domainNameAlias does not match one of the Subject Alternative Names in the Server Certificate, the 5GMSd AF shall respond with a 400 (Bad Request) response message.
If the procedure is nototherwise unsuccessful, the 5GMSd AF shall provide a response code as defined in clause 6.3.
**** Next Change ****
4.3.6.1	General
Each X.509 server certificate [8] presented by the 5GMSd AS at reference point M4d or at reference point xMB-U is represented by a Server Certificate resource at M1d. The Server Certificates Provisioning API as specified in clause 7.3 enables a Server Certificate resource to be created within the scope of a Provisioning Session, and subsequently referenced by a Content Hosting Configuration created in the scope of the same Provisioning Session. That API supports two alternative provisioning methods for Server Certificate resources: one in which a certificate is generated by the 5GMS System operator on behalf of the 5GMSd Application Provider; the other in which a certificate is generated by the 5GMSd Application Provider from a Certificate Signing Request solicited from the 5GMSd AF. Both methods shall be supported by implementations of the 5GMSd AF.
NOTE:	As a consumer of media from the 5GMSd AS in a combined architecture using 5GMS and eMBMS, the BM‑SC needs to be able to trust the content it is receiving comes from a bona fide source. This issue is left to implementation.
[bookmark: _Hlk149227142][bookmark: _Toc68899501][bookmark: _Toc71214252][bookmark: _Toc71721926][bookmark: _Toc74858978][bookmark: _Toc123800686]4.3.6.2	Create Server Certificate
[bookmark: _MCCTEMPBM_CRPT71130074___7][bookmark: _Hlk149227164]This procedure is used by the 5GMSd Application Provider to request that the 5GMS System generates a new X.509 certificate [8] on its behalf within the scope of a Provisioning Session. In this case, the certificate's Common Name (CN) is assigned in a domain under the control of the 5GMSd System operator and the use of supplementary domain name aliases is not supported. The first Subject Alternative Name (subjectAltName) extension field of the certificate should be identical to its Common Name. Both fields may include a single wildcard ("*") character at the start to indicate applicability to several different subdomains of the same domain.
NOTE 1:	Modern TLS client implementations ignore the obsolete Common Name (CN) field of the X.509 certificate in favour of the first Subject Alternative Name (subjectAltName) extension field.
The 5GMSd Application Provider shall use the HTTP POST method to create a new Server Certificate resource. Upon successful creation, the 5GMSd AF shall respond with a 201 (Created) response message and the URL of the resource, including its resource identifier, shall be returned in the HTTP Location header. The response message body may optionally include a copy of the X.509 certificate corresponding to the newly created Server Certificate resource, as specified in clause 7.3.3.2.
NOTE 2:	The X.509 certificate corresponding to the newly created Server Certificate resource may not be available immediately for interrogation and use. See clause 4.3.6.4 below for more details.
If the procedure is not successful, the 5GMSd AF shall provide a response code as defined in clause 6.3.
When the Server Certificate resource is subsequently referenced by a Content Hosting Configuration in the scope of the same Provisioning Session, the 5GMSd AF shall ensure that the canonical domain name of the 5GMSd AS is a Fully-Qualified Domain Name (FQDN) that matches the Common Name and the first Subject Alternative Name in the referenced Server Certificate resource.
[bookmark: _Hlk149225003][bookmark: _Toc68899502][bookmark: _Toc71214253][bookmark: _Toc71721927][bookmark: _Toc74858979][bookmark: _Toc123800687][bookmark: _Hlk149224957]4.3.6.3	Reserve Server Certificate
[bookmark: _MCCTEMPBM_CRPT71130075___7]This procedure is used by the 5GMSd Application Provider to solicit a Certificate Signing Request (CSR) from the 5GMSd AF for the purpose of generating an X.509 certificate [8] independently of the 5GMSd System. In this case, the certificate's Common Name (CN) is assigned in a domain under the control of the 5GMSd Application Provider itself, or that of a third party acting on its behalf. The first Subject Alternative Name (subjectAltName) extension field of the certificate should be identical to its Common Name. The CN and subjectAltName fields may include a single wildcard ("*") character at the start to indicate applicability to several different subdomains of the same domain.
NOTE 1:	Modern TLS client implementations ignore the obsolete Common Name (CN) field of the X.509 certificate in favour of the first Subject Alternative Name (subjectAltName) extension field.
The 5GMSd Application Provider shall separately arrange for the FQDN carried in the Common Name of the certificate generated, or thatthose of all Subject Alternative Name (subjectAltName) extensions in the same certificate (see section 4.2.1.6 of RFC 5280 [20]), to resolve to the address of a 5GMSd AS in the target 5GMS System.
The 5GMSd Application Provider may specify additional domain name aliases in its certificate reservation request to the 5GMSd AF. If provided, these domain name aliases shall be included in the returned Certificate Signing Request using the Subject Alternative Name (subjectAltName) extension (see section 4.2.1.6 of RFC 5280 [20]). In this case, the 5GMSd Application Provider is responsible for ensuring that theseany FQDN aliases it provisions in Content Hosting Configurations matching these additional domains resolve to the Common Namecanonical domain name of the 5GMSd AS in the target 5GMS System.
The 5GMSd Application Provider shall use the HTTP POST method to create a new Server Certificate. Upon successful creation of the resource, the 5GMSd AF shall respond with a 201 (Created) response message and the URL of the resource, including its resource identifier, shall be returned in the HTTP Location header. The Content‑Type response header and the body of the HTTP response message shall be as specified in clause 7.3.3.1.
If the procedure is not successful, the 5GMSd AF shall provide a response code as defined in clause 6.3.
[bookmark: _Toc68899503][bookmark: _Toc71214254][bookmark: _Toc71721928][bookmark: _Toc74858980][bookmark: _Toc123800688]4.3.6.4	Retrieve Server Certificate
[bookmark: _MCCTEMPBM_CRPT71130076___7]This procedure is used by the 5GMSd Application Provider to download a Server Certificate resource for inspection. The HTTP GET method shall be used for this purpose. If the requested resource exists and is populated with an X.509 certificate [8], the 5GMSd AF shall respond with 200 (OK) and shall return the requested Server Certificate in accordance with clause 7.3.3.2.
In the case where the X.509 certificate was provisioned by the 5GMSd System on behalf of the 5GMSd Application Provider according to clause 4.3.6.2 above, the HTTP response 503 (Service Unavailable) shall be returned until such time as the X.509 certificate is generated and available for download. The optional HTTP response header Retry-After should be included in such a response, indicating when the certificate is expected to become available for inspection and use.
In cases where the X.509 certificate is to be generated by the 5GMSd Application Provider from a Certificate Signing Request obtained according to clause 4.3.6.3 above, the HTTP response 204 (No Content) shall be returned until such time as the X.509 certificate has been uploaded using the procedure specified in clause 4.3.6.5 below.
[bookmark: _Hlk149226862][bookmark: _Toc68899504][bookmark: _Toc71214255][bookmark: _Toc71721929][bookmark: _Toc74858981][bookmark: _Toc123800689][bookmark: _Hlk149224973]4.3.6.5	Upload Server Certificate
[bookmark: _Hlk150505849][bookmark: _MCCTEMPBM_CRPT71130077___7][bookmark: _Hlk143933101]This procedure is used by a 5GMSd Application Provider to upload an X.509 certificate [8] that it has generated in response to a Certificate Signing Request solicited using the reservation procedure specified in clause 4.3.6.3 above. The HTTP PUT method shall be used for this purpose. The Content‑Type request header and the body of the HTTP request message shall be as specified in clause 7.3.3.2.
Before accepting the supplied X.509 certificate, the The 5GMSd AF shall verify that the party originating the upload is the same party that reserved the Server Certificate resource using the procedure specified in clause 4.3.6.3 above before accepting the supplied X.509 certificate. The 5GMSd AF shall also verify that the X.509 certificate uploaded corresponds to the Certificate Signing Request it issued for the Server Certificate resource in question. If there is a mismatch on either count, the HTTP response 403 (Forbidden) shall be returned.
Attempting to upload an X.509 certificate to a Server Certificate resource that has not been reserved shall elicit a 404 (Not Found) HTTP response.
When the Server Certificate resource is subsequently referenced by a Content Hosting Configuration in the scope of the same Provisioning Session, the 5GMS Application Provider shall set the domainNameAlias property of all distribution configurations to a Fully-Qualified Domain Name (FQDN) that matches one of the Subject Alternative Names in the referenced Server Certificate resource.
NOTE:	Even if multiple distribution configurations in the same Content Hosting Configuration reference the same Server Certificate resource, they may each choose a different matching domain name alias.
**** Next Change ****
[bookmark: _Toc68899614][bookmark: _Toc71214365][bookmark: _Toc71722039][bookmark: _Toc74859091][bookmark: _Toc146626987]7.6.3.1	ContentHostingConfiguration resource
[bookmark: _MCCTEMPBM_CRPT71130281___7]The data model for the ContentHostingConfiguration resource is specified in table 7.6.3.1-1 below:
Table 7.6.3.1-1: Definition of ContentHostingConfiguration resource
	Property name
	Data Type
	Cardinality
	Description

	name
	[bookmark: _MCCTEMPBM_CRPT71130282___7]Sstring
	1..1
	A name for this Content Hosting Configuration.

	ingestConfiguration
	[bookmark: _MCCTEMPBM_CRPT71130283___7]Oobject
	1..1
	Describes the 5GMSd Application Provider's origin server from which media resources will be ingested via interface M2d.

		pull
	[bookmark: _MCCTEMPBM_CRPT71130285___7]Bboolean
	1..1
	Indicates whether to the 5GMSd AS shall use Pull or Push for ingesting the content.

		protocol
	[bookmark: _MCCTEMPBM_CRPT71130286___7]Uri
	1..1
	A fully-qualified term identifier allocated in the name space urn:3gpp:5gms:content-protocol that identifies the content ingest protocol.
The set of supported protocols is defined in clause 8.

		baseURL
	AbsoluteUrl
	0..1
	A base URL (i.e. one that includes a scheme, authority and, optionally, path segments) from which content is ingested at reference point M2d for this ingest configuration.
In the case of Pull-based content ingest (pull flag is set to True), the base URL shall be provided to the 5GMSd AF to indicate the location from which content is to be pulled for this Content Hosting Configuration. A request received at reference point M4d is mapped by the 5GMSd AS to a URL at reference point M2d whose base is the value of this property.
In the case of Push-based content ingest (pull flag is set to False), this property is populated by the 5GMSd AF and returned to the 5GMSd Application Provider to indicate the base URL to which content for this Content Hosting Configuration is to be published.

	distributionConfigurations
	[bookmark: _MCCTEMPBM_CRPT71130288___7]Aarray(Object)
	1..1
	Specifies the distribution method and configuration for the ingested content.
More than one distribution may be configured for the ingested content, e.g. to offer different distribution configurations such as DASH and HLS.

		entryPoint
	M1‌Media‌Entry‌Point
	0..1
	The Media Entry Point when this distribution configuration is used to describe a single content item.
Omitted when this distribution configuration describes multiple content items.

			relativePath
	RelativeUrl
	1..1
	A relative path (i.e. without a scheme or any leading forward slash characters) to the resource for the Media Entry Point. The semantics are dependent on the value of ingestConfiguration.protocol, as specified in clause 8.
The path shall be valid at reference point M2d when appended to the ingest base URL and at reference point M4d when appended to the distribution base URL.

			contentType
	Sstring
	1..1
	The MIME content type of the Media Entry Point.
Used by the 5GMS Client to select a distribution configuration.

			profiles
	Aarray(Uri)
	0..1
	An optional list of conformance profile identifiers associated with the Media Entry Point, each one expressed as a URI. A profile URI may indicate an interoperability point, for example.
Used by the 5GMS Client to select a distribution configuration.
If present, the array shall contain at least one item.

		contentPreparationTemplateId
	[bookmark: _MCCTEMPBM_CRPT71130289___7]ResourceId
	0..1
	Indicates that content preparation prior to distribution is requested by the 5GMSd Application Provider. It identifies the Content Preparation Template that shall be used as defined in clause 7.4.

		edgeResources‌ConfigurationId
	ResourceId
	0..1
	When present, the 5GMSd AS supporting this content distribution shall be deployed as a set of one or more EAS instances.

		supplementary‌Distribution‌Networks
	[bookmark: _MCCTEMPBM_CRPT71130290___7]Aarray(<Distribution‌NetworkType, DistributionMode>
	0..1
	Specifies that the content for this distribution configuration is to be distributed via one of more supplementary networks. Each member of the array is a duple mapping a type of distribution network to a mode of distribution.
The same DistributionNetworkType value shall appear at most once in the array.

		canonicalDomainName
	[bookmark: _MCCTEMPBM_CRPT71130291___7]String
	0..1
	All resources of the current distribution shall be accessible through this default Fully Qualified Domain Name assigned by the 5GMSd AF.

		domainNameAlias
	[bookmark: _MCCTEMPBM_CRPT71130292___7]Sstring
	0..1
	The 5GMSd Application Provider may assign another Fully-Qualified Domain Name (FQDN) through which media resources within the scope of this distribution configuration are additionally accessible from the 5GMSd AS at reference point M4d.
This domain name is used by the 5GMSd AS to select an appropriate Server Certificate to present at M4d, and to set appropriate CORS HTTP response headers at reference point M4d.
If this property is present, the 5GMSd Application Provider is responsible for providing in the DNS a CNAME record that resolves domainNameAlias to canonical‌Domain‌Name.
If the certificateId property is also present in this distribution configuration, the provided domain name alias shall match one of the subjectAltName extension fields in the referenced Server Certificate resource, allowing for wildcard matching.

		baseURL
	AbsoluteUrl
	0..1
	A base URL (i.e. one that includes a scheme, authority and, optionally, path segments) from which content is made available to 5GMS Clients at reference point M4d for this distribution configuration.
The value is chosen by the 5GMSd AF when the Content Hosting Configuration is provisioned. It is an error for the 5GMSd Application Provider to set this.

		pathRewriteRules
	[bookmark: _MCCTEMPBM_CRPT71130293___7]Aarray(Oobject)
	0..1
	An ordered list of rules for rewriting the request URL paths of media resource requests handled by the 5GMSd AS.
If multiple rules match a particular resource's path, only the first matching rule, in order of appearance in this array, shall be applied.

			requestPathPattern
	[bookmark: _MCCTEMPBM_CRPT71130294___7]Sstring
	1..1
	A regular expression [5] against which the path part of each 5GMSd AS request URL, including the leading "/", and up to and including the final "/", shall be compared. (Any leaf path element following the final "/" shall be excluded from this comparison.)
In the case of Pull-based ingest, the M4d download request path is used in the comparison.
In the case of Push-based ingest, the M2d upload request path is used in the comparison.
In either case, if the request path matches this pattern, the path mapping specified in the corresponding mappedPath shall be applied.

			mappedPath
	[bookmark: _MCCTEMPBM_CRPT71130295___7]Sstring
	1..1
	A replacement for the portion of the 5GMSd AS request path that matches requestPathPattern.
In the case of Pull-based ingest, ingestConfiguration.entryPoint is concatenated with the mapped path and any leaf path element from the original M4d download request to form the M2d origin request URL.
In the case of Push-based ingest, canonicalDomainName (and, optionally, domainNameAlias) are concatenated with the mapped path and any leaf path element from the original M2d upload request to form the distribution URL(s) exposed over M4d.

		cachingConfigurations
	[bookmark: _MCCTEMPBM_CRPT71130296___7]Aarray(Oobject)
	0..1
	Defines a configuration of the 5GMSd AS cache for a matching subset of media resources ingested in relation to this Content Hosting Configuration.

			urlPatternFilter
	[bookmark: _MCCTEMPBM_CRPT71130297___7]Sstring
	1..1
	A pattern that will be used to match media resource URLs to determine whether a given media resource is eligible for caching by the 5GMSd AS. The format of the pattern shall be a regular expression as specified in [5].

			cachingDirectives
	[bookmark: _MCCTEMPBM_CRPT71130298___7]Oobject
	1..1
	If a urlPatternFilter applies to a resource, then the provided cachingDirectives shall be applied by the 5GMSd AS at M4d, potentially overwriting any origin caching directives ingested at M2d.

				statusCodeFilters
	[bookmark: _MCCTEMPBM_CRPT71130299___7]Aarray(Iinteger)
	0..1
	The set of HTTP origin response status codes to which these cachingDirectives apply. The filter shall be provided as a regular expression as specified in [5].
If the list is empty, the CachingDirectives shall apply to all HTTP origin response status codes at M2d.

				noCache
	[bookmark: _MCCTEMPBM_CRPT71130300___7]Bboolean
	1..1
	If set to True, this indicates that the media resources matching the filters shall not be cached by the 5GMSd AS and shall be marked as not to be cached when served by the 5GMSd AS at M4d.

				maxAge
	[bookmark: _MCCTEMPBM_CRPT71130301___7]Iinteger
	0..1
	The caching time-to-live period that shall be set on ingested media resources matching the filters. This determines the minimum period for which the 5GMSd AS shall cache matching media resources as well as the time-to-live period signalled by the 5GMSd AS at interface M4d when it serves such media resources.
The time-to-live for a given media resource shall be calculated relative to the time it was ingested.

		geoFencing
	[bookmark: _MCCTEMPBM_CRPT71130302___7]Oobject
	0..N
	Limit access to the content to the indicated geographic areas.

			locatorType
	[bookmark: _MCCTEMPBM_CRPT71130303___7]Uri
	1..1
	The type of the locators shall be indicated using a fully-qualified term identifier URI from the controlled vocabulary urn:3gpp:5gms:‌locator‑type, as specified in clause 7.6.4.6, or else from a vendor-specific vocabulary.

			locators
	[bookmark: _MCCTEMPBM_CRPT71130304___7]Aarray(Sstring)
	1..1
	Array of locators from which access to the resources is to be allowed. The format of the locator strings shall be determined by the value of locatorType, as specified in clause 7.6.4.6.

		urlSignature
	[bookmark: _MCCTEMPBM_CRPT71130305___7]Oobject
	0..1
	Defines the URL signing scheme. Only correctly signed and valid URLs will be allowed to access the content resource at M4d.

			urlPattern
	[bookmark: _MCCTEMPBM_CRPT71130306___7]Sstring
	1..1
	A pattern that shall be used  by the 5GMSd AS to match M4d media resource URLs. The 5GMSd AS shall not serve a matching media resource at M4d unless it includes a valid authentication token calculated over the portion of the M4d request URL that matches this pattern. The format of the pattern shall be a regular expression as specified in [5].

			tokenName
	[bookmark: _MCCTEMPBM_CRPT71130307___7]Sstring
	1..1
	The name of the M4d request query parameter that the Media Player should use to present the authentication token when required to do so.

			passphraseName
	[bookmark: _MCCTEMPBM_CRPT71130308___7]Sstring
	1..1
	The name of the query parameter that is used to refer to the passphrase when constructing the authentication token.
Note that the token is not included in the cleartext part of the M4d URL query component.

			passphrase
	[bookmark: _MCCTEMPBM_CRPT71130309___7]Sstring
	1..1
	The shared secret between the 5GMSd Application Provider and the 5GMSd AS for this distributionConfiguration.
The passphrase is used in the computation and verification of the M4d authentication token but is never sent in-the-clear over that interface.

			tokenExpiryName
	[bookmark: _MCCTEMPBM_CRPT71130310___7]Sstring
	1..1
	The name of the M4d request query parameter that the Media Player should use to present the token expiry field.

			useIPAddress
	[bookmark: _MCCTEMPBM_CRPT71130311___7]Bboolean
	1..1
	If set to True, the IP address of the UE is included in the computation of the authentication token for resources that match urlPattern and access to matching media resources shall be allowed by the 5GMSd AF only when the M4d request is made from a UE with this IP address.

			ipAddressName
	[bookmark: _MCCTEMPBM_CRPT71130312___7]Sstring
	0..1
	The name of the M4d request query parameter that is encoded as part of the authentication token if the useIPAddress flag is set to True.
Note that the IP address is not passed in the cleartext part of the M4d URL query component.

		certificateId
	[bookmark: _MCCTEMPBM_CRPT71130313___7]ResourceId
	0..1
	When content is distributed using TLS [16], the X.509 [8] certificate for the origin domain is shared with the 5GMSd AF so that it can be presented by the 5GMSd AS in the TLS handshake at reference point M4d. This attribute indicates the identifier of the certificate to use.



**** Next Change ****
Annex X (Informative):
5GMS AS Certificate provisioning and discovery
X.1	General
This annex describes 5GMS AS discovery by the 5GMS Client, including provisioning aspects that leverage the Domain Name System (DNS).
X.2	5GMS AS discovery and media streaming access with a Server Certificate created by the 5GMS System
Figure X.2-1 illustrates the initial provisioning needed to allow discovery of a 5GMS AS by the 5GMS Client as well as the eventual 5GMS AS discovery sequence using the Domain Name System (DNS). Specific focus here is on the provisioning and usage of TLS Certificates. The desired outcome is that the 5GMS Client is satisfied that it has established a TLS connection with an authorized 5GMS AS instance.
Here, the Server Certificate Create procedure (see clause 4.3.6.2) is used to request that the 5GMS AF creates the server certificate resource. In this case, the certificate's Common Name (CN) is assigned in a domain under the control of the 5GMS System operator (i.e., the 5GMS System operator is the legitimate owner of the domain name). The 5GMS System operator may use a third-party DNS service to host the domain in question.
For example, the 5GMS System operator uses the full canonicalDomainName value <canonicalAsHostname>.‌<5GMS_Operator>.‌net as the Common Name in the Server Certificate. The 5GMS AF embeds this host name in the distribution base URL it returns to the 5GMS Application Provider.
Table X.2‑1: Example Content Hosting Configuration corresponding to
Create Server Certificate procedure
	Content Hosting Configuration property
	Example value

	distributionConfigurations[n]
	

		canonicalDomainName
	<canonicalAsHostname>.<5GMS_Operator>.net

		domainNameAlias
	Not present.

		baseURL
	https://<canonicalAsHostname>.<5GMS_Operator>.net/<af-nominated-base-path>

		certificateId
	Pointing to Server Certificate resource with:
-	CN = <canonicalAsHostname>.<5GMS_Operator>.net
-	subjectAltName[0] = <canonicalAsHostname>.<5GMS_Operator>.net



The 5GMS System operator may instead use the wildcarded domain name *.<5GMS_Operator>.net as the Common Name of the Server Certificate, in which case the 5GMS AF assigns a canonical host name <canonicalAsHostname> for the 5GMS AS in this domain and embeds this in the distribution base URL it returns to the 5GMS Application Provider.
In both cases, the Media Entry Point URL advertised via reference point M5 or M8 (used by the Media Player to access the content in the 5GMS AS at reference point M4) is then:
https://<canonicalAsHostname>.<5GMS_Operator>.net/<af-nominated-base-path>/<relativePath>


Figure X.2-1: 5GMS AS discovery using DNS using 5GMS System created server certificates
Prerequisites:
-	A 5GMS-Aware Application is installed on the UE. This includes a list of API endpoint addresses for interacting with the 5GMS AF at reference point M5.
At application service deployment time:
1.	The 5GMS Application Provider creates a Provisioning Session using the procedure specified in clause 4.3.2.2. The 5GMS AF provides the Provisioning Session Id in its response to the 5GMS Application Provider.
2.	The 5GMS Application Provider creates a Content Hosting Configuration using the procedure specified in clause 4.3.3.2. If it has not already done so, the 5GMS AF assigns a canonical domain name for the 5GMS AS and includes this in its respose to the 5GMS Application Provider (canonical‌Domain‌Name).
3.	The 5GMS Application Provider requests that the 5GMS AF creates a Server Certificate for this Provisioning Session using the procedure specified in clause 4.3.6.2. If it has not already done so, the 5GMS AF assigns a canonical domain name for the 5GMS AS and this is used as the Common Name and the first (and only) Subject Alternative Name of the generated server certificate. The CertificateId is provided to the 5GMS Application Provider upon success.
NOTE:	The order of step 2 and step 3 may be reversed, in which case step 4 is not needed and the 5GMS AS is updated as a consequence of step 2.
4.	The 5GMS Application Provider updates the Content Hosting Configuration using the procedure specified in clause 4.3.3.4, adding the Certificate Identifier of the newly created Server Certificate resource (i.e., modifying the value of distributionConfigurations[ ].certificateId).
	As a consequence, the 5GMS AF provisions the 5GMS AS with relevant information from the Provisioning Session, including the Server Certificate and Content Hosting Configuration.
5:	If it has not already done so, the 5GMS AF provisions A and/or AAAA records in the DNS service mapping the canonical domain name of the 5GMS AS instance to its assigned IP address(es).
NOTE:	The DNS service may be provided by a third-party service provider under the direction of the 5GMS System operator.
When content is selected in the 5GMS-Aware Application:
6.	When Service Access Information retrieval at reference point M5 is used (see clause 4.7.2.3), the 5GMS Client in the UE retrieves the Service Access Information. This may include media entry point URLs within the streamAccess.entryPoints array. Otherwise, the 5GMS-Aware Application obtains this information via reference point M8.
7.	The 5GMS Client in the UE selects one of the offered Media Entry Point URLs corresponding to the its media stream handling capabilities.
8.	The 5GMS Client extracts the Fully-Qualified Domain Name (FQDN) from the chosen media entry point URL and uses the DNS service to resolve its IP address.
9.	When establishing the TLS connection to the 5GMS AS at reference point M4, the Media Stream Handler in the UE cites the FQDN of the media entry point URL in the Server Name Indication (SNI) field of the TLS Client Hello message. The 5GMS AS uses the value of the SNI field to look up the corresponding Server Certificate and returns it to the Media Stream Handler in its Server Hello response. If the Server Certificate was provisioned with a wildcard Common Name, appropriate matching rules are followed by the 5GMS AS to identify the correct Server Certificate to present to the Media Stream Handler.
10.	The 5GMS Client validates the Server Certificate, including whether the value of the Common Name (or one of its Subject Alternative Names) matches the FQDN of the chosen Media Entry Point URL.
When all server certificate validation steps are successfully passed, the following steps are executed:
11.	The 5GMS Client requests the resource identified by the Media Entry Point over the TLS connection established with the 5GMS AS at reference point M4.
X.3	5GMS AS discovery and service access with a Server Certificate owned by the 5GMS Application Provider
Figure X.3-1 illustrates the initial provisioning needed to allow discovery of a 5GMS AS by the 5GMS Client as well as the eventual 5GMS AS discovery sequence using the Domain Name System (DNS). Specific focus here is on the provisioning and usage of TLS Certificates. The desired outcome is that the 5GMS Client is satisfied that it has established a TLS connection with an authorized 5GMS AS instance.
Here, the Reserve Server Certificate (see clause 4.3.6.3) and Upload Server Certificate (see clause 4.3.6.5) procedures are used for creating the Server Certificate resource and for subsequently providing it to the 5GMS AF. In this case, the certificate’s Common Name (CN) is assigned in a domain under the control of the 5GMS Application Provider (i.e., Application Provider is the legitimate owner of the domain name). The 5GMS Application Provider may use the 5GMS System operator or any third-party DNS service to host the domain in question.
For example, the 5GMS Application Provider wishes to use the alias <aliasHostname>.<AppProvider>.com to access content through the 5GMS AS and it includes its chosen host name as a parameter to the Reserve Server Certificate operation. In response, the 5GMS AF generates a Certificate Signing Request (CSR) which it returns to the 5GMS Application Provider. The 5GMS AF assigns a canonical host name for the 5GMS AS in a domain under its control. The 5GMS AF embeds the Fully-Qualified Domain Name of the alias in the distribution base URL of the Content Hosting Configuration it returns to the 5GMS Application Provider.
Table X.3‑1: Example Content Hosting Configuration corresponding to
Reserve/Upload Server Certificate procedure
	Content Hosting Configuration property
	Example value

	distributionConfigurations[n]
	

		canonicalDomainName
	<canonicalAsHostname>.<5GMS_Operator>.net

		domainNameAlias
	<aliasHostname>.<AppProvider>.com

		baseURL
	https://<aliasHostname>.<AppProvider>.com/<af-nominated-base-path>

	[bookmark: _Hlk150513332]	certificateId
	Pointing to Server Certificate resource with:
-	CN = <aliasHostname>.<AppProvider>.com
-	subjectAltName[0] = <aliasHostname>.<AppProvider>.com
-	subjectAltName[1] = …



The 5GMS Application Provider additionally configures the 5GMS AF-nominated canonical‌DomainName as a CNAME record for its chosen 5GMS AS domain name alias in its preferred DNS service.
Listing X.3-1: Example DNS CNAME record to support distribution configuration in table X.3‑1
	<aliasHostname>.<AppProvider>.com.	CNAME	<canonicalAsHostname>.<5GMS_Operator>.net



The Media Entry Point URL advertised via reference point M5 or M8 (used by the Media Player to access the content <relativePath> at reference point M4) is then:
https://<aliasHostname>.<AppProvider>.com/<af-nominated-base-path>/<relativePath>


Figure X.3-1: 5GMS AS discovery using DNS using uploaded Server Certificates
Prerequisites:
-	A 5GMS-Aware Application is installed on the UE. This includes a list of API endpoint addresses for interacting with the 5GMS AF at reference point M5.
At application service deployment time:
1.	The 5GMS Application Provider creates a Provisioning Session using the procedure specified in clause 4.3.2.2. The 5GMS AF provides the Provisioning Session Id in its response to the 5GMS Application Provider.
2.	The 5GMS Application Provider creates a CSR using the Reserve Server Certificate procedure of this Provisioning Session using the procedure specified in clause 4.3.6.3. The 5GMS Application Provider provides a set of 5GMS AS domain name aliases as input. The CSR and the Certificate Id are provided upon success in the response.
3.	The 5GMS Application Provider uses the CSR for obtaining the Server Certificate from its prefered Certificate Authority.
4.	The Application Provider uses the Upload Server Certificate procedure (see clause 4.3.6.5) to upload the received Server Certificate.
5.	The 5GMS Application Provider creates the Content Hosting Configuration using the procedure specified in clause 4.3.3.2, adding the Domain Name Alias distributionConfigurations.domainNameAlias and CertificateId of the uploaded Server Certificate (distributionConfigurations.certificateId). The 5GMS AF assigns a cannonical domain name (canonicalDomainName) and provides its with the response.
	As a consequence, the 5GMS AF provisions the 5GMS AS with relevant information from the Provisioning Session, including the Server Certificate and Content Hosting Configuration.
6:	If it has not already done so, the 5GMS AF provisions A and/or AAAA records in the 5GMS System’s DNS service mapping the canonical name of the 5GMS AS instance to its assigned IP address(es).
NOTE 1:	The DNS service may be provided by a third-party service provider under the direction of the 5GMS System operator.
7.	The 5GMS Application Provider provisions its DNS service with the CNAME record mapping its chosen host name alias to the canonical name of the 5GMS AS instance.
NOTE 2:	The 5GMS Application Provider may leverage the DNS of the 5GMS System.
When content is selected in the 5GMS-Aware Application:
8.	When Service Access Information retrieval at reference point M5 is used (see clause 4.7.2.3), the 5GMS Client in the UE retrieves the Service Access Information. This may include media entry point URLs within the streamAccess.entryPoints array. Otherwise, the 5GMS-Aware Application obtains this information via reference point M8.
9.	The 5GMS Client in the UE selects one of the offered Media Entry Point URLs corresponding to the its media stream handling capabilities.
10.	The 5GMS Client extracts the Fully-Qualified Domain Name (FQDN) from the chosen Media Entry Point URL and uses the DNS service to resolve its IP address, first resolving the domain name alias to the canonical domain name using the 5GMS Application Provider’s nominated DNS service, and then resolving the canonical domain name to the IP address(es) using the 5GMS System operator’s nominated DNS service.
11.	When establishing the TLS connection to the 5GMS AS at reference point M4, the Media Stream Handler in the UE cites the FQDN of the Media Entry Point URL in the Server Name Indication (SNI) field of the TLS Client Hello Message. The 5GMS AS uses the value of the SNI field to look up the corresponding Server Certificate and returns it to the Media Stream Handler in its Server Hello response.
NOTE 3:	If the Server Certificate was provisioned with a wildcard Common Name, appropriate matching rules are followed by the 5GMS AS to identify the correct Server Certificate to present to the Media Stream Handler.
12.	The 5GMS Client Validates the Server Certificate, including whether the value of the Common Name (or one of its Subject Alternative Names) matches the FQDN of the chosen Media Entry Point URL.
When all server certificate validation steps are successfully passed, the following steps are executed
13.	The 5GMS Client requests the resource identified by the Media Entry Point over the TLS connection established with the 5GMS AS at reference point M4.
**** Last Change ****
image1.wmf
U

E

5

G

M

S

 

S

y

s

t

e

m

D

N

S

s

e

r

v

i

c

e

5

G

M

S

 

A

S

5

G

M

S

 

A

F

C

o

n

t

e

n

t

H

o

s

t

i

n

g

C

o

n

f

i

g

u

r

a

t

i

o

n

S

e

r

v

e

r

C

e

r

t

i

f

i

c

a

t

e

s

P

r

o

v

i

s

i

o

n

i

n

g

S

e

s

s

i

o

n

s

5

G

M

S

A

p

p

l

i

c

a

t

i

o

n

P

r

o

v

i

d

e

r

1

:

 

C

r

e

a

t

e

 

P

r

o

v

i

s

i

o

n

i

n

g

 

S

e

s

s

i

o

n

O

K

P

r

o

v

i

s

i

o

n

i

n

g

 

S

e

s

s

i

o

n

 

I

d

,

 

e

t

c

.

2

:

 

C

r

e

a

t

e

 

C

o

n

t

e

n

t

 

H

o

s

t

i

n

g

P

r

o

v

i

s

i

o

n

i

n

g

 

S

e

s

s

i

o

n

 

I

d

N

o

m

i

n

a

t

e

c

a

n

o

n

i

c

a

l

 

d

o

m

a

i

n

 

n

a

m

e

O

K

c

a

n

o

n

i

c

a

l

D

o

m

a

i

n

N

a

m

e

,

 

e

t

c

.

3

:

 

C

r

e

a

t

e

 

S

e

r

v

e

r

 

C

e

r

t

i

f

i

c

a

t

e

P

r

o

v

i

s

i

o

n

i

n

g

 

S

e

s

s

i

o

n

 

I

d

L

o

o

k

 

u

p

 

o

r

 

a

s

s

i

g

n

c

a

n

o

n

i

c

a

l

 

d

o

m

a

i

n

 

n

a

m

e

C

r

e

a

t

e

 

X

.

5

0

9

 

C

e

r

t

i

f

i

c

a

t

e

 

w

i

t

h

C

N

=

c

a

n

o

n

i

c

a

l

D

o

m

a

i

n

N

a

m

e

O

K

C

e

r

t

i

f

i

c

a

t

e

 

I

d

4

:

 

U

p

d

a

t

e

 

C

o

n

t

e

n

t

 

H

o

s

t

i

n

g

 

C

o

n

f

i

g

u

r

a

t

i

o

n

P

r

o

v

i

s

i

o

n

i

n

g

 

S

e

s

s

i

o

n

 

I

d

,

 

C

e

r

t

i

f

i

c

a

t

e

 

I

d

,

 

e

t

c

5

:

 

P

r

o

v

i

s

i

o

n

 

D

N

S

A

 

a

n

d

/

o

r

 

A

A

A

A

 

r

e

c

o

r

d

(

s

)

o

p

t

A

p

p

l

i

c

a

t

i

o

n

 

s

e

r

v

i

c

e

 

d

e

p

l

o

y

m

e

n

t

6

:

 

R

e

t

r

i

e

v

e

 

S

e

r

v

i

c

e

 

A

c

c

e

s

s

 

I

n

f

o

r

m

a

t

i

o

n

S

e

r

v

i

c

e

 

A

c

c

e

s

s

 

I

n

f

o

r

m

a

t

i

o

n

M

e

d

i

a

 

E

n

t

r

y

 

P

o

i

n

t

 

U

R

L

s

o

p

t

M

5

 

S

e

r

v

i

c

e

 

A

n

n

o

u

n

c

e

m

e

n

t

7

:

 

S

e

l

e

c

t

 

M

e

d

i

a

E

n

t

r

y

 

P

o

i

n

t

 

U

R

L

8

:

 

E

x

t

r

a

c

t

 

F

Q

D

N

f

r

o

m

 

U

R

L

R

e

s

o

l

v

e

 

5

G

M

S

 

A

S

 

F

Q

D

N

O

K

I

P

 

a

d

d

r

e

s

s

 

o

f

 

5

G

M

S

 

A

S

9

:

 

E

s

t

a

b

l

i

s

h

 

T

L

S

 

C

o

n

n

e

c

t

i

o

n

S

N

I

=

F

Q

D

N

L

o

o

k

 

u

p

S

e

r

v

e

r

 

C

e

r

t

i

f

i

c

a

t

e

f

o

r

 

S

N

I

O

K

T

L

S

 

C

e

r

t

i

f

i

c

a

t

e

1

0

:

 

V

a

l

i

d

a

t

e

S

e

r

v

e

r

 

C

e

r

t

i

f

i

c

a

t

e

(

C

h

e

c

k

 

i

f

 

F

Q

D

N

 

i

s

 

l

i

s

t

e

d

)

C

o

n

n

e

c

t

 

t

o

 

5

G

M

S

 

A

S

 

a

t

 

c

h

o

s

e

n

 

M

e

d

i

a

 

E

n

t

r

y

 

P

o

i

n

t

 

U

R

L

1

1

:

 

R

e

q

u

e

s

t

 

r

e

s

o

u

r

c

e

 

(

U

R

L

)

C

o

n

t

e

n

t

 

s

e

l

e

c

t

i

o

n

h

t

t

p

s

:

/

/

g

i

t

l

a

b

.

c

o

m

/

m

s

c

-

g

e

n

e

r

a

t

o

r

 

v

8

.

4


oleObject1.bin

image2.wmf
U

E

5

G

M

S

 

s

y

s

t

e

m

D

N

S

s

e

r

v

i

c

e

5

G

M

S

 

A

S

5

G

M

S

 

A

F

C

o

n

t

e

n

t

H

o

s

t

i

n

g

C

o

n

f

i

g

u

r

a

t

i

o

n

S

e

r

v

e

r

C

e

r

t

i

f

i

c

a

t

e

s

P

r

o

v

i

s

i

o

n

i

n

g

S

e

s

s

i

o

n

s

C

e

r

t

i

f

i

c

a

t

e

A

u

t

h

o

r

i

t

y

5

G

M

S

 

A

P

D

N

S

s

e

r

v

i

c

e

5

G

M

S

A

p

p

l

i

c

a

t

i

o

n

P

r

o

v

i

d

e

r

1

:

 

C

r

e

a

t

e

 

P

r

o

v

i

s

i

o

n

i

n

g

 

S

e

s

s

i

o

n

O

K

P

r

o

v

i

s

i

o

n

i

n

g

 

S

e

s

s

i

o

n

 

I

d

,

 

e

t

c

.

2

:

 

R

e

s

e

r

v

e

 

S

e

r

v

e

r

 

C

e

r

t

i

f

i

c

a

t

e

P

r

o

v

i

s

i

o

n

i

n

g

 

S

e

s

s

i

o

n

 

I

d

,

 

D

o

m

a

i

n

 

n

a

m

e

 

a

l

i

a

s

e

s

,

 

e

t

c

O

K

C

S

R

,

 

C

e

r

t

i

f

i

c

a

t

e

 

I

d

3

:

 

R

e

q

u

e

s

t

 

C

e

r

t

i

f

i

c

a

t

e

C

S

R

O

K

C

e

r

t

i

f

i

c

a

t

e

4

:

 

U

p

l

o

a

d

 

S

e

r

v

e

r

 

C

e

r

t

i

f

i

c

a

t

e

P

r

o

v

i

s

i

o

n

i

n

g

 

S

e

s

s

i

o

n

 

I

d

,

 

C

e

r

t

i

f

i

c

a

t

e

 

I

d

,

 

C

e

r

t

i

f

i

c

a

t

e

O

K

5

:

 

C

r

e

a

t

e

 

C

o

n

t

e

n

t

 

H

o

s

t

i

n

g

 

C

o

n

f

i

g

u

r

a

t

i

o

n

P

r

o

v

i

s

i

o

n

i

n

g

 

S

e

s

s

i

o

n

 

I

d

,

 

D

o

m

a

i

n

 

n

a

m

e

 

a

l

i

a

s

,

 

C

e

r

t

i

f

i

c

a

t

e

 

I

d

,

 

e

t

c

O

K

c

a

n

o

n

i

c

a

l

D

o

m

a

i

n

N

a

m

e

,

 

e

t

c

.

6

:

 

P

r

o

v

i

s

i

o

n

 

D

N

S

A

 

a

n

d

/

o

r

 

A

A

A

A

 

r

e

c

o

r

d

(

s

)

o

p

t

7

:

 

P

r

o

v

i

s

i

o

n

 

D

N

S

C

N

A

M

E

 

r

e

c

o

r

d

A

p

p

l

i

c

a

t

i

o

n

 

s

e

r

v

i

c

e

 

d

e

p

l

o

y

m

e

n

t

8

:

 

R

e

t

r

i

e

v

e

 

S

e

r

v

i

c

e

 

A

c

c

e

s

s

 

I

n

f

o

r

m

a

t

i

o

n

S

e

r

v

i

c

e

 

A

c

c

e

s

s

 

I

n

f

o

r

m

a

t

i

o

n

M

e

d

i

a

 

E

n

t

r

y

 

P

o

i

n

t

 

U

R

L

s

o

p

t

M

5

 

S

e

r

v

i

c

e

 

A

n

n

o

u

n

c

e

m

e

n

t

9

:

 

S

e

l

e

c

t

 

M

e

d

i

a

E

n

t

r

y

 

P

o

i

n

t

 

U

R

L

1

0

:

 

E

x

t

r

a

c

t

 

F

Q

D

N

f

r

o

m

 

U

R

L

R

e

s

o

l

v

e

 

5

G

M

S

 

A

S

 

F

Q

D

N

O

K

C

a

n

o

n

i

c

a

l

 

d

o

m

a

i

n

 

n

a

m

e

 

o

f

 

5

G

M

S

 

A

S

R

e

s

o

l

v

e

 

5

G

M

S

 

A

S

c

a

n

o

n

i

c

a

l

 

d

o

m

a

i

n

 

n

a

m

e

O

K

I

P

 

a

d

d

r

e

s

s

 

o

f

 

5

G

M

S

 

A

S

1

1

:

 

E

s

t

a

b

l

i

s

h

 

T

L

S

 

C

o

n

n

e

c

t

i

o

n

S

N

I

=

F

Q

D

N

O

K

T

L

S

 

C

e

r

t

i

f

i

c

a

t

e

1

2

:

 

V

a

l

i

d

a

t

e

S

e

r

v

e

r

 

C

e

r

t

i

f

i

c

a

t

e

(

C

h

e

c

k

 

i

f

 

F

Q

D

N

 

i

s

 

l

i

s

t

e

d

)

C

o

n

n

e

c

t

 

t

o

 

5

G

M

S

 

A

S

 

a

t

 

c

h

o

s

e

n

 

M

e

d

i

a

 

E

n

t

r

y

 

P

o

i

n

t

 

U

R

L

1

3

:

 

R

e

q

u

e

s

t

 

r

e

s

o

u

r

c

e

 

(

U

R

L

)

C

o

n

t

e

n

t

 

s

e

l

e

c

t

i

o

n

h

t

t

p

s

:

/

/

g

i

t

l

a

b

.

c

o

m

/

m

s

c

-

g

e

n

e

r

a

t

o

r

 

v

8

.

4


oleObject2.bin

